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Introduction

●GenAI is relatively new technology
– With possibilities & risks

●@Nikhef: investing in Mistral licenses
– Meets concerns about privacy and 

information security

Still, safe usage needs awareness
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And GenAI can assist with...

coding
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Components in GenAI

Not permitted at Nikhef. 
See slide On Agents.
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Strengths

●Pattern recognition

●Handling repetitive and time-
consuming tasks

●Creativity & content creation

● Risk of inaccuracy (Hallucinations)
– Critically assess content

● Originality and deep reasoning
– No replacement human thinking

● Dependence on training data
– User input → training, copyrights?

● Limited knowledge and context
– Fixed knowledge base, biases, recent?

● Privacy risks
– No personal opr sensitive data!

Limitations
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On AI Agents

●Disabled:
– Can easily run wild
– Can cause excessive load on systems
– Can consume excessive AI resources 

(costs)

●Not permitted:
– Run agents ‘elsewhere’

● Against Nikhef infrastructure
● Using Nikhef credentials 

(username/password, key)

Sharing credentials is forbidden 
by our Acceptable Use Policy:
https://www.nikhef.nl/aup

https://www.nikhef.nl/aup
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Guidelines for responsible use

●Based on values and principles lawfulness, integrity, independence, 
transparency, conscientiousness, sustainability

1) Be careful about what you input into any GenAI model
Particularly privacy data, confidential data, unpublished research, proprietary data

2) Critically evaluate AI-generated content
Content may be inaccurate, misleading, biased

3) Ensure transparency when using GenAI
Disclose use of GenAI

4) Understand the key features of the GenAI model you are using
Origins, capabilities, limitations, terms of use
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Guidelines for responsible use - 2

5) Stay informed about GenAI’s changing capabilities and limitations
Rapid evolution of technology & regulations

6) Consider how your use impacts the environment
Environmental impact

7) Consider how your use impacts society
Ethical considerations, inclusivity, fairness
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Checklist
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Checklist - 2
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Summary

Feel free to use GenAI, but use it wisely and responsibly

Email: mailto:ai-stuurgroep@nikhef.nl

NWO-I living guidelines:
– https://intern.nwo-i.nl/en/career-development/digital-competence-centre-dcc/guidelines-

generative-ai/nwo-i-guidelines-genai
– https://intern.nwo-i.nl/loopbaan-ontwikkeling/digitaal-competentie-centrum-dcc/richtlijne

n-generatieve-ai/nwo-i-richtlijnen

mailto:ai-stuurgroep@nikhef.nl
https://intern.nwo-i.nl/en/career-development/digital-competence-centre-dcc/guidelines-generative-ai/nwo-i-guidelines-genai
https://intern.nwo-i.nl/en/career-development/digital-competence-centre-dcc/guidelines-generative-ai/nwo-i-guidelines-genai
https://intern.nwo-i.nl/loopbaan-ontwikkeling/digitaal-competentie-centrum-dcc/richtlijnen-generatieve-ai/nwo-i-richtlijnen
https://intern.nwo-i.nl/loopbaan-ontwikkeling/digitaal-competentie-centrum-dcc/richtlijnen-generatieve-ai/nwo-i-richtlijnen
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